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1. Data Protection Policy

2. Reference Number 1.0

3. Statement of intent including cross-reference to bdht’s
corporate objectives

3.1 To meet our obligations, we must put in place appropriate and effective
measures to make sure we comply with data protection law. bdht staff
have access to a number of policies, operational procedures and
guidance to give them appropriate direction on the application of the
data protection legislation.

3.2 The Data Protection Policy will help to achieve the following corporate
objectives:

 Be an Excellent Landlord
 Be an Excellent Employer

4. Purpose and Scope

4.1 This policy provides a framework for ensuring that bdht meets its
obligations under the UK General Data Protection Regulation (UK
GDPR) and associated Data Protection legislation including the Data
Protection Act (DPA 2018), as amended by the Data Use and Access
Act 2025”. The DUAA received Royal assent in June 2025 and includes
provisions that amend existing data protection laws including the UK
GDPR, DPA 18 and Privacy and Electronic Communications
Regulations (PECR). Certain provisions came into effect on 5th

February 2026. Other provisions such as the new right to complain to
the controller will come into effect in June 2026. It applies to the
processing of all personal data carried out by bdht and its partners,
where bdht is the data controller. It includes processing carried out by
joint controllers, contractors and processors.

4.2 The aim of bdht’s Data Protection Policy is to safeguard personal data,
ensuring it's collected, processed, stored, and deleted securely and
legally, thereby protecting individuals' privacy, preventing misuse, and
demonstrating compliance with regulations including UK GDPR. It acts
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as a guide for employees, setting rules for handling sensitive 
information and establishing accountability to prevent breaches, fraud, 
and cybercrime.  

4.3 This policy applies to all personal data and special categories of 
personal data processed by bdht and as defined under the UK GDPR. 

4.4 In addition to UK GDPR and the DPA 2018, bdht will process personal 
data in a manner consistent with the Regulator of Social Housing 
(RSH) Governance and Financial Viability Standard and any applicable 
Homes England funding and grant conditions. We will ensure our 
handling of tenant and applicant information supports compliance with 
consumer standards (including the Tenant Involvement and 
Empowerment Standard) and promotes transparency, fairness, and 
accountability across housing services. 

4.5 bdht will evidence this through: 
 clear privacy notices for tenants, applicants, and leaseholders;
 proportionate data sharing with local partners (e.g., councils, the

police, NHS, social services) where a lawful basis exists;
 robust records management that supports our obligations to

tenants, residents, and regulators.

5. GDPR Principles

5.1   This policy aims to ensure compliance with data protection legislation, 
guided by the seven data protection principles that require: 

1. Lawfulness, fairness and transparency
Data shall be processed lawfully, fairly and in a transparent
manner.

2. Purpose limitation
Data shall be collected for specified, explicit and legitimate
purposes and not further processed in a manner that is
incompatible with those purposes.

3. Data minimisation
Data shall be adequate, relevant and limited to what is necessary in
relation to the purposes for which they are processed.

4. Accuracy
Data shall be accurate and, where necessary, kept up to date.
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5. Storage limitation
Data shall be kept in a form which permits identification of data
subjects for no longer than is necessary for the purposes for which
the personal data are processed.

6. Integrity and confidentiality (security)
Data shall be processed in a manner that ensures appropriate
security of the personal data, including protection against
unauthorised or unlawful processing and against accidental loss,
destruction or damage, using appropriate technical or
organisational measures.

7. Accountability
The accountability principle requires bdht to be able to evidence
our compliance with the above six principles and make sure that we
do not put individuals at risk because of processing their personal
data.

5.2  Compliance with Data Protection Principles 

5.2.1  bdht implements appropriate technical and organisational measures in 
an effective manner to ensure compliance with data protection 
principles. We do this by applying adequate resources and controls to 
document UK GDPR compliance. 

5.2.2     bdht does not meet the threshold for requiring a Data Protection 
Officer, however as good practice bdht shall designate a Data 
Protection Lead and ensure that they have adequate resources to 
conduct their role. 

5.2.3   bdht shall implement the Information Security Policy, available to staff 
via SharePoint and to customers via the website. When processing 
personal data and we will ensure data protection risks are taken into 
account throughout the data lifecycle. This means assessing and 
implementing appropriate technical and organisational measures and 
procedures from the outset to ensure the processing complies with 
the law and protects the rights of the data subjects. 

5.2.4 bdht shall ensure that only the minimum amount of personal data is 
collected and processed for a specific purpose. 

5.2.5 bdht shall ensure the processing is limited to that necessary for each 
purpose. 

5.2.6 bdht shall ensure the data is stored no longer than necessary and 
access is restricted to that necessary for each purpose, in accordance 
with UK GDPR. Whilst UK GDPR does not set fixed periods other 
laws and guidance (such as Companies Act, HMRC, NHF) influence 
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retention periods. UK GDPR acknowledges that personal data can be 
stored for longer periods for archiving purposes in the public interest, 
scientific or historical research purposes or statistical purposes. The 
decision on how long to retain data shall be in line with bdht’s 
Retention Policy. 

5.2.7 We adopt privacy by design and by default. This means bdht builds 
data protection into systems, processes, projects, and procurements 
from the outset, ensuring the minimum personal data necessary is 
processed for each purpose. Procurement must require suppliers to 
meet bdht privacy-by-design expectations and provide evidence of 
secure development practices, testing, and vulnerability 
management. Project leads must: 

 identify personal data at project initiation and consult the Data
Protection Team;

 complete a DPIA Risk Assessment for any new or materially
changed processing and a full DPIA where high risk is indicated;

 implement approved technical and organisational measures (e.g.,
role-based access, encryption in transit and at rest, logging and
monitoring);

 ensure default system settings are privacy-preserving (e.g.,
least-privilege access, shortest feasible retention, opt-in where
consent is required).

If the full DPIA has a high level of residual risk or the processing is 
novel or contentious, the Data Protection Team will consult with the 
Information Commission (IC) or external data protection experts. 

5.2.8 bdht shall integrate data protection into its policies, processes and 
procedures, in the way personal data is handled by us and by 
producing required documentation, including, but not limited to 
Privacy Notices, Records of Processing Activities (RoPA) and records 
of Personal Data Breaches. 

5.2.9 bdht shall raise awareness, provide support and training to staff on 
how to comply with Data Protection Law and keeping a record of 
training completed. 

5.2.10 Adequate time shall be given to all staff for formal training on data 
protection, policies and standards. The level of training required will 
be dependent on the role and may require external 
courses/certification to be undertaken. The Data Protection Team will 
develop a mandatory annual training programme. All staff shall 
complete the mandatory training. This will familiarise users with the 
range of data policies to develop a clear understanding and to make 
the necessary operational updates to their procedures. 



Page 5 of 18 

Policy: Data Protection Version:  v1.0 Lead Officer: Amy Simcox 
Approved by: Board Date Approved: 23 March 2026 Review Date: March 2029 

5.2.11   bdht shall regularly test the privacy measures implemented and 
conduct periodic reviews and audits to assess compliance, including 
using results of testing to demonstrate compliance improvements. 

5.2.12 In accordance with bdht’s data breach procedure, bdht shall report 
any losses or suspected breaches of personal data to the IC within 72 
hours of becoming aware of the breach, if required. Reporting to the 
IC MUST only be undertaken by the Data Protection Lead/Data 
Protection Officer or the Data Protection Team. When the personal 
data breach is likely to result in a high risk to the rights and freedoms 
of individuals, we are also required by law to notify the affected 
individuals without undue delay. 

6. Data Protection Impact Assessments

The organisation will adopt a risk-based approach to processing
personal data ensuring that it assesses any risks to privacy or to the
rights and freedoms of people before commencing or commissioning
or changing data processing activities. Where necessary it shall, as a
minimum, ensure that a data protection impact assessment is
undertaken where required by Data Protection Legislation and/or when
one is deemed to be desirable by the Data Protection Officer.

The organisation will maintain a procedure setting out how data
protection impact assessments are to be carried out and documented
and ensure that appropriate resources are available to advise on
DPIAs.

The Data Protection Officer is responsible for maintaining a register
of data protection impact assessments that have been undertaken by
the organisation and for its periodic review.

7. Lawful Basis (Article 6)

7.1 The lawful bases for processing personal data are set out in Article 6 of 
the UK GDPR. As per the changes that came into force in February 
2026 under the DUAA, there is a new lawful basis called Recognised 
Legitimate Interests (Article 6(1)(ea) UK GDPR). This a list of 
processing activities that are classed as presumed legitimate interests 
in which the balancing test is not required when undertaking a 
legitimate interest assessment. At least one of these must apply 
whenever we process personal data: 

a. Consent
The individual has given clear consent for bdht to process their
personal data for a specific purpose.
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b. Contract
The processing is necessary for a contract we have with the
individual, or because they have asked bdht to take specific steps
before entering into a contract.

c. Legal Obligation
The processing is necessary for bdht to comply with the law (not
including contractual obligations).

d. Vital Interests
The processing is necessary to protect someone’s life and the
individual is incapable of providing consent.

e. Public Task
The processing is necessary for bdht to perform a task in the public
interest or for bdht official functions, and the task or function has a
clear basis in law.

f. Legitimate Interests
The processing is necessary for bdht’s legitimate interests or the
legitimate interests of a third party, unless there is a good reason to
protect the individual’s personal data which overrides those
legitimate interests.

For further information about how bdht will ensure the requirements of 
consent are met to evidence that bdht recognises the stringent nature 
of the basis, please refer to the Lawful Basis Procedure.  

7.2 Article 9 – Processing of Special Category Personal Data 

Where bdht processes special category personal data, it does so in 
accordance with Article 9 UK GDPR and the relevant Schedule 1 
conditions of the Data Protection Act 2018. The lawful conditions relied 
upon include those detailed below. An Appropriate Policy Document is 
maintained where required. 

7.2.1 Explicit Consent 
The data subject has given explicit consent to the processing for one 
or more specified purposes. 
Consent must be clear, specific, informed, and evidenced, with the right 
to withdraw at any time. 

7.2.2 Employment, Social Security and Social Protection Law 
Processing is necessary for carrying out obligations or exercising rights 
under employment, social security or social protection law. 
There must be a basis in domestic law (e.g. statutory duties) and 
appropriate safeguards in place. 
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7.2.3 Vital Interests 
Processing is necessary to protect the vital interests of the data 
subject or another person. 
This applies where the individual is physically or legally incapable of 
giving consent (e.g. medical emergency) 

7.2.4 Not-for-Profit Bodies 
Processing is carried out by a not-for-profit body with a political, 
philosophical, religious or trade union aim. 
It must relate only to members or those in regular contact and not be 
disclosed externally without consent. 

7.2.5 Data Made Public by the Data Subject 
Processing relates to personal data that the data subject has manifestly 
made public. 
The disclosure must be clearly intentional and unambiguous. 

7.2.6 Legal Claims and Judicial Acts 
Processing is necessary for the establishment, exercise or defence of 
legal claims. 
It also covers processing carried out by courts acting in their judicial 
capacity. 

7.2.7 Substantial Public Interest 
Processing is necessary for reasons of substantial public interest. 
It must be based on UK law and meet specific conditions set out in 
legislation (e.g. safeguarding, preventing fraud) 

7.2.8 Health or Social Care 
Processing is necessary for preventative or occupational medicine, 
medical diagnosis, health or social care provision, or management of 
health systems. 
It must be carried out by, or under the responsibility of, a professional 
subject to confidentiality obligations. 

7.2.9 Public Health 
Processing is necessary for reasons of public interest in the area of 
public health. 
This includes protecting against serious cross-border health threats 
and ensuring high standards of healthcare and medicines. 
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7.2.10 Archiving, Research and Statistics 
Processing is necessary for archiving in the public interest, scientific or 
historical research, or statistical purposes. 
It must be subject to appropriate safeguards, including data 
minimisation and technical/organisational protections. 

7.3 A legitimate interests assessment will be undertaken where this basis 
is relied on and the assigned responsibilities for undertaking the 
assessment. This includes three parts, necessity, balancing and 
purpose test. For recognised legitimate interests, introduced by the 
Data Use and Access Act 2925 (Article 6(ea)), you only have to 
conduct the necessity and purpose test. 

8. Data Subject Rights

7.1 Individuals have rights in relation to the way we handle their personal 
data. These include: 

• Right to be informed
Individuals have the right to be informed about the collection and use
of their personal data.

• Right to access
Individuals have the right to access and receive a copy of their
personal data, and other supplementary information.

• Right to rectification
The UK GDPR includes a right for individuals to have inaccurate
personal data rectified, or completed if it is incomplete.

• Right to erasure
The UK GDPR introduces a right for individuals to have personal data
erased. This right is conditional on various factors including where the
data is no longer necessary for bdht.

• Right to restrict processing
Individuals have the right to request the restriction or suppression of
their personal data.

• Right to data portability
The right to data portability allows individuals to obtain and reuse their
personal data for their own purposes across different services.

• Right to object
The UK GDPR gives individuals the right to object to the processing of
their personal data in certain circumstances.
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Rights related to automated decision-making including profiling 
The UK GDPR has provisions on: 

 automated individual decision-making (making a decision solely by
automated means without any human involvement); and

 profiling (automated processing of personal data to evaluate certain
things about an individual). Profiling can be part of an automated
decision-making process.

9. Roles and Responsibilities

9.1 The key roles involved to support bdht in adhering to Data Protection 
Law and UK GDPR are as follows: 

Data Controller 
A data controller is responsible for determining the means and purposes 
for processing of personal data (article 4(7) UK GDPR). 
As the Data Controller, bdht owns the overall risk arising from the 
processing of personal data by bdht.  

Chief Executive Officer 
The Chief Executive Officer is the accountable officer responsible for the 
management of the organisation and ensuring appropriate mechanisms 
are in place to support service delivery and continuity. Protecting data 
and thus maintaining confidentiality is pivotal to the organisation being 
able to operate.  

Data Protection Officer (DPO) / Data Protection Lead 
(known internally as the Head of Governance) 

 Is primarily responsible for advising on and assessing our
compliance with the DPA and UK GDPR and making
recommendations to improve compliance;

 Has the right to challenge bdht and all directorates on their
processing and data protection activities if not compliant with the
law;

 Ensuring all staff receive appropriate information management
training for their role;

 Acting as an escalation point for all data protection issues;
 Reporting to the Information Commissioner’s Office;
 Responsible for ensuring personal data processing activities are

recorded and updated on the Record of Processing Activity
(RoPA).

Data Protection Team 
(known internally as the Governance Team) 

 Has delegated authority from the DPO/Data Protection Lead in
discharging their responsibilities under their function;
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 Responsible for issuing, reviewing and communicating corporate
data protection guidance and procedures to bdht staff;

 Responsible for compliance with data protection and implement
solutions to ensure we take a privacy by design approach and
adhere to data protection legislation;

 Responsible for updating and maintaining bdht’s date sharing and
data processing register;

 Leads on Data Subject rights and ensuring transparency when
dealing with data subjects, and responds within the specified
timescales.

Head of Service (Information Asset Owners) 
Information assets are identified in an Information Asset Register which 
is maintained by Information Asset Owners. The Information Asset 
Owner has primary operational responsibility for compliance with data 
protection legislation and good practice in respect of assigned 
information assets.  

Information Asset Owners are senior individuals responsible for a 
discrete business area. Their role is to understand what personal data is 
processed in their business area and how it is used, who has access to it 
and why. As a result, they are able to understand and address risks to 
the data and the organisation within the Information Governance 
Framework.  

As senior managers, Information Asset Officers may delegate day-to-day 
responsibility for compliance within their management hierarchies, 
subject to other HR policies and ensuring that all staff are appropriately 
trained. 

Managers (Process Owners) 
Data processing activities are managed by nominated job roles or 
individuals. The Head of Service shall ensure that a process owner is 
assigned to each data processing activity or operation. The Process 
Owner has primary operational responsibility for compliance with data 
protection legislation and good practice in respect of assigned 
processing activities. 

Process Owners are responsible for understanding what personal data is 
processed in their business area and how it is used, who has access to it 
and why. As a result, they are able to understand and address risks to 
the data and the organisation.  

Process Owners may delegate day-to-day responsibility for compliance 
within their management hierarchies, subject to other HR policies and 
ensuring that all staff are appropriately trained. 
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HR Management – Head of People 
bdht shall nominate a person to hold operational responsibility for 
compliance in relation to the management of its work force including 
recruitment and retention. In liaison with the Data Protection Lead this 
person is responsible through the staff performance management 
framework for ensuring that adequate training is provided to all 
employees to ensure data protection compliance.  

The Head of People has operational responsibility for compliance with 
data protection policies and best practice in relation to HR policies and 
procedures including recruitment and retention. 

IT Management – Head of ICT 
bdht shall nominate a person to hold operational responsibility for 
compliance with data protection legislation and best practice for 
information security. bdht shall document further guidelines for this 
person in an Information Security Policy. 

bdht Staff, Volunteers, Casual Temporary Workers 
 Shall only have to access to personal data if they need it for their

work;
 Shall not share personal data without adherence to bdht’s data

sharing guidance;
 Shall complete the mandatory annual training to help them

understand their responsibilities when handling personal data and
complying with data protection law. Further in-depth training
dependent on role will be offered for example staff members
handling sensitive data;

 Shall keep all personal data secure, by taking sensible
precautions and following bdht’s policies, standards and
procedures;

 Shall regularly review and update the data they are responsible
for. If data is no longer required, it shall be deleted and disposed
of;

 Shall request help from their line manager or the Data Protection
Team, if they are unsure about any aspect of Data Protection;

 If you suspect a data breach, you shall report it through the online
form, or via email to data.protection@bdht.co.uk.

 Follow and adhere to the various supporting data protection
policies and procedures available via the Data Protection Hub.

10. Handling of Children and Vulnerable Adults Data

As a housing provider, bdht may process special category data and
data relating to safeguarding of children and adults at risk. Such 
processing will only occur where a lawful basis applies and, where 
relevant, an appropriate Article 9 UK GDPR condition (e.g., substantial 
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public interest, vital interests, or provision of health/social care) and 
DPA 2018 Schedule 1 condition is met. 

10.1 Additional safeguards for these categories include: 
 strict need-to-know access, enhanced auditing and user permission

reviews;
 timely information sharing with safeguarding partners where legally

justified and necessary to protect life or prevent serious harm;
 clear records of decisions, legal bases, and sharing justifications;
 retention periods aligned to safeguarding requirements (see

Retention Schedule).

10.2 Staff involved in safeguarding will receive role-specific training and 
guidance on recognising high-risk data, lawful sharing, and secure 
handling. 

10.3 If you are using certain conditions of Schedule 1 of the DPA 2018, 
there is a requirement for an appropriate policy document (found in 
Schedule 1 Part 4 Data Protection Act 2018). 

11. Data Security

11.1 bdht has specific requirements for protecting information and systems 
against unauthorised access, as documented in the Information 
Security Policy.  

12. Retention and Deletion

11.1 All data will be retained and deletion in accordance with bdht’s Data 
Retention Policy, which is available on the Policy page on bdht’s Hub 
accessible by all staff.  

13. Third Parties and Transfers

13.1 We may share personal data with third parties to help us operate our 
business effectively and provide our services. These third parties 
include, but are not limited to, local partners such as councils, police, 
NHS, Social Services, contractors, government bodies, professional 
organisations, etc. 

13.2 Data Sharing with Third-Party Service Providers (Data Processors) 
We may use third-party service providers (acting as data processors) to 
perform functions on our behalf, such as IT hosting, payment 
processing, or marketing services. In such cases, we:  
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 Ensure a written contract (Data Processing Agreement) is in place,
obligating them to process personal data only on our documented
instructions and to implement appropriate security measures.

 Conduct due diligence to ensure the third party can provide
adequate security and protection for data. This includes a risk
assessment and compliance checks to be carried out annually to
ensure compliance.

13.3   Data Sharing with Other Organisations (Data Controllers) 
We may share personal data with other independent data controllers 
where we have a legal basis to do so (e.g., to meet a legal obligation, 
with consent, or for safeguarding purposes). These organisations are 
responsible for their own compliance with data protection law. We put 
appropriate agreements in place to clarify responsibilities and ensure 
the data is used for specified, explicit, and legitimate purposes.  

 Ensure a written contract (Data Sharing Agreement) is in place,
obligating them to process personal data only for agreed and
documented reasons, and to implement appropriate security
measures.

 Conduct due diligence to ensure the third party can provide
adequate security and protection for data. This includes a risk
assessment and compliance checks to be carried out annually to
ensure compliance.

13.4   International Data Transfers 
Some of our third-party service providers or partners may be located 
outside the UK Where we transfer personal data to a country that has 
not been deemed to provide an adequate level of data protection, we 
put in place appropriate safeguards to ensure data is protected. 

In accordance with DUAA, bdht will undertake the Data Protection Test 
in which the Secretary of State approves international transfers where 
the receiving country’s data protection legislation is “not materially 
lower” than the UK’s standards.  

13.5   Transparency and Rights 
We are committed to transparency. Our privacy notices inform 
individuals about:  
 What data we collect and why.
 Who we share it with and the reasons for sharing.
 Their rights regarding their personal information and how to

exercise them.

14. Breach Response
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14.1 A “personal data breach” is defined as “a breach of security leading to 
the accidental or unlawful destruction, loss, alteration, unauthorised 
disclosure of, or access to, personal data”. This not only refers to 
instances where personal data has been lost, it refers to any occasion 
when there has been a breach of information security principles such 
as: 

Confidentiality breach 
Where there is an unauthorised or accidental disclosure of or access to 
personal data. 

Integrity breach 
Where there is an unauthorised or accidental alteration of personal 
data. 

Availability breach 
Where there is an accidental or unauthorised loss of access to or 
destruction of personal data. 

14.2 When a personal data breach occurs or is suspected to have occurred, 
the IC requires organisations to consider whether the breach poses a 
risk to people. bdht must consider the likelihood and severity of the risk 
to people’s rights and freedoms, following the breach. Where a breach 
is likely to result in risk to the rights and freedoms of individuals, the 
assessment and report to the IC must happen within 72 hours of the 
breach, carried out by bdht’s Data Protection Team.  

14.3    Breaches should be reported to the DPO/Data Lead (Head of 
Governance) and the Data Protection Team immediately through the 
formal reporting mechanism on the hub, and by informing your 
Manager. bdht’s DPO/Data Protection Lead’s email address is 
data.protection@bdht.co.uk. 

14.4 The Data Protection Team and wider organisation will refer to the Data 
Protection Procedure document to carry out data incident 
investigations.  

15. Board Approval was gained

16.1 This policy was approved by the Board on 23rd March 2026. 

16. Review Date

16.1 This policy will be reviewed in March 2029. 
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17. Responsibility for implementing the policy

17.1 The Director of Resources and Head of Governance are responsible 
for the implementation of this policy.  

18. Equality Policy Statement

18.1 At bdht, we are proud to serve and work within a diverse society. We 
recognise that some individuals and communities face systemic 
barriers, disadvantage, and discrimination, including those related to 
socio-economic background, caring responsibilities, and the impact of 
intersectionality. 

18.2 We believe that discrimination in any form is unacceptable. In all our 
areas of work we are committed to ensuring that our policies, practices, 
and services promote fairness, equity, and respect for all. We aim 
to reduce inequalities, promote respect, and create an equitable culture 
within our organisation. 

18.3 bdht fully complies with the Equality Act 2010 and all relevant statutory 
and regulatory guidance, including that issued by the Regulator of 
Social Housing, Homes England, the Government Equalities Office, 
and our funding partners. 

18.4 We believe that equality of opportunity is fundamental to delivering 
excellent services and building vibrant communities together. Our 
commitment is underpinned by clear policies, regular monitoring, and 
continuous review - all of which are actively supported by our Board 
and Teams. 
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Appendix 1 - Glossary 

Acronym / Name Definition 

Availability Breach Where there is an accidental or unauthorised loss of 
access to or destruction of personal data.  

Confidentiality 
Breach 

Where there is an unauthorised or accidental 
disclosure of or access to personal data. 

Data Controller The natural or legal person or organisation which, 
jointly or with others, determines the purposes and 
means of the processing of personal data. 

Data Processing 
Agreement (DPA) 

A legally binding contract between a data controller 
(the company) and a data processor (a third-party 
service provider) that specifies how personal data 
will be processed, secured, and protected. 

Data Processor An external party which uses (“processes”) the 
personal 
data on behalf of the data controller. 

Data Protection 
Impact 
Assessment 
(DPIA) 

An risk assessment to help identify and minimise 
project data protection risks. 

Data Protection 
Lead 

Head of Governance. 

DPO Data Protection Officer, also known internally as the 
Data Protection Lead. 

Data Protection Act 
2018 (DPA 2018) 

The DPA 2018 sets out the framework for data 
protection law in the UK. It updated and replaced 
the Data Protection Act 1998, and came into effect 
on 25 May 2018. It was amended on 1 January 
2021 by regulations under the European Union 
(Withdrawal) Act 2018, to reflect the UK’s status 
outside the EU. 
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Data Protection 
Team 

The DPO/Data Lead and wider Data Protection 
Team, also known internally as the Governance 
Team. 

Data Sharing 
Agreement 

A contract between organisations that outlines how 
personal data will be shared, specifying purposes, 
roles, responsibilities, and safeguards. It 
establishes the rules for what can and cannot be 
done with the data, ensuring compliance with data 
protection laws and protecting individuals' privacy. 

Data Use and 
Access Act 2025 

The DUAA received Royal assent in June 2025 and 
includes provisions that amend existing data 
protection laws including the UK GDPR, DPA 18 
and Privacy and Electronic Communications 
Regulations (PECR). Certain provisions came into 
effect on 5th February 2026. Other provisions such 
as the new right to complain to the controller will 
come into effect in June 2026.  

GDPR General Data Protection Regulation. 

Data Protection 
Team 

bdht’s internal Data Protection Team. 

High Risk Data Data classified as Special Category Personal Data. 

IC Information Commission. Formerly known as the 
Information Commissioner’s Office (ICO). 

Information 
Security Policy 

A high-level document of rules, guidelines, and 
procedures defining how bdht protects its 
information assets (data, systems, networks) to 
ensure their Confidentiality, Integrity, and 
Availability (CIA Triad), protecting against threats, 
ensuring compliance, and setting employee 
responsibilities for secure data handling. 

Integrity Breach Where there is an unauthorised or accidental 
alteration of personal data. 

Personal Data 
Breach 

A breach of security leading to the accidental or 
unlawful destruction, loss, alteration, unauthorised 
disclosure of, or access to, personal data. 
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Record of 
Processing Activity 
(RoPA) 

A record of personal data processing activities to 
demonstrate compliance with UK GDPR. 

Special Category 
Personal Data 
(high-risk data) 

 Racial or ethnic origin
 Political opinions
 Religious beliefs or philosophical beliefs
 Trade union membership
 Genetic data and biometric data for the

purpose of identifying a natural person
 Data concerning health
 Data concerning sex life
 Sexual orientation
 Criminal convictions and offences or related

security measures

UK GDPR The United Kingdom General Data Protection 
Regulation - Based on EU GDPR, is a UK law 
which came into effect on 1 January 2021. It sets 
out the key principles, rights and obligations for 
most processing of personal data in the UK, except 
for law enforcement and intelligence agencies. 




